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A Society Dependent on Networked 
Computer Systems 



Computer Systems Target of a Never-
Ending War 



Who are the new attackers? 

Na=on	  states	  

Insiders	  

Cyber	  espionage	  

Organized	  crime	  



Who are the new attackers? 



Devastating Consequences 

Billions	  of	  dollars	  in	  	  
cyber	  security	  spending	  



Devastating Consequences 



Devastating Consequences 



Defense Solutions Not 
Keeping Up 



The State-of-The-Art 

Hardware	  

Virtual	  Machine	  

Other	  
Applica,ons	  

CPU	  Memory	  
Hardware	  Trojan	  

Detector	  

Network	  card	  

File	  System	  Processes	  

OS	  

Security	  	  
solu,on	  

System	  call	  API	  

I/O	  subsystem	  Drivers	  

Security	  	  
solu,on	  

Other	  	  
extensions	   Internet	  

Firewall	  

Packet	  
inspec,on	  

Crypto	  core	  



The Social, Behavioral, and 
Economics Aspects 

It	  is	  not	  all	  about	  technical	  solu/ons!	  	  



Advanced Persistent Threats 



Google and Facebook are 
Attacker’s Best Friends 



Economics/Psychology: Security 
is a Daily Burden to Users 



Economics/Psychology: Security 
is not a Priority in Software 

Development 

Developers	  do	  not	  seek	  security	  	  
informa=on	  while	  coding	  

	  

Vulnerabili=es	  hidden	  in	  corner	  
cases	  

Performance	  

Security	  



Our work 



How Can We Overcome the 
Problems of Computer System 
Monoculture? 



Predictability poses security 
problems… 
• Vulnerabili=es	  exploitable	  on	  all	  systems	  of	  same	  
type	  

Code	  Red	  2001:	  359,000	  hosts	  infected	  

$2	  billion	  in	  losses	  



Predictability Makes Attacker’s 
Life Easier 

Peiter	  “Mudge”:	  DARPA	  Framework	  for	  Cyber	  Security	  2011	  



What	  If	  Opera=ng	  Systems	  Were	  Trustworthy	  	  
Unpredictable?	  



Unpredictability “Trends” 

• Address	  Space	  Layout	  Randomiza=on	  (ASLR)	  

•  ISA	  Randomiza=on	  

• Compiler	  Specializa=on	  

• Diverse	  implementa=on	  	  
•  N-‐version	  programming,	  library	  OSes	  

S,ll	  residual	  certainty	  that	  
	  benefits	  aQackers!	  

Varia,on	  without	  unpredictability	  is	  not	  enough!	  



Trustworthy Unpredictability at 
OS Level 

§  For	  “good”	  uses:	  	  OS	  is	  predictable	  
-‐>	  	  efficiency	  and	  reliability	  	  

§  For	  “unknown”	  uses:	  	  OS	  
inefficient	  and	  unreliable	  

Selec/ve	  Unpredictability	  for	  
Stealthy	  Malware	  



Spectrum Behavior OS 
Chameleon	  



Typical Scenario 

• Bob,	  78,	  living	  in	  a	  re=rement	  community	  in	  Florida	  

•  not	  computer	  savvy,	  clicks	  in	  links	  from	  phishing	  email,	  
installing	  malware	  

•  Malware	  engage	  in	  later	  DDoS	  a\acks	  
	  
•  Bob	  never	  no=ces:	  malware	  is	  ac=ve	  only	  a]er	  1am.	  



Chameleon Scenario 

25	  

Bob	  



Strategies 

•  Strategy	  1:	  Silence	  the	  system	  call	  	  
•  Strategy	  2:	  Change	  buffer	  bytes	  	  
•  Strategy	  3:	  Add	  more	  wait	  =me	  	  
•  Strategy	  4:	  Connec=on	  Restric=on	  
•  Strategy	  4:	  Change	  file	  pointer	  	  



Unpredictability Coverage 

Only	  for	  system	  calls	  not	  cri=cal	  to	  process	  start-‐up	  



Security Analysis 



Keylogger with Unpredictability 

•  Strategies:	  
•  Change	  write( fd, *buf, size) buffer;	  
•  Change	  lseek( fd, offset, whence)	  pointer;	  
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Botnet with Unpredictability 

•  Strategies:	  
•  Silence	  read( fd, *buf, size); 
•  Silence	  or	  reduce	  len	  in	  sendto( sockfd, *buf, len, …);	  



What About Benign Software?  
I/O	  Bound	  SoTware	  

IO	  Bound	  



What About Benign Software? 

CPU	  Bound	  



Concluding Remarks 

• Holy	  grail	  of	  system	  design:	  thwart	  a\acker	  with	  
less	  effort	  than	  genera=ng	  a\acks	  

• Chameleon	  makes	  systems	  diverse	  by	  design	  and	  
ac=vely	  secure:	  

•  Diverse	  +	  Unpredictable:	  every	  instance	  of	  system	  
behaves	  differently	  

•  Decep=ve:	  lures	  adversaries	  into	  revealing	  their	  
strategies	  

Unpredictability	  is	  promising!	  



Thank you! 
daniela@ece.ufl.edu	  


