Expanding US/Brazil
FIDC Testbed Federation



http://www.geni.net

Cyberinfrastructure Lives to Serve

All applications and services rely on
cyberinfrastructure.

High performance applications and services
need precision cyberinfrastructure

* The right resources

* |n the right place

* Running the right software

SwitchOn, October 2015



Two Key FIDC Concepts

Install the software | want throughout my network slice
(into firewalls. routers. clouds. ...)

And keep my slice isolated from your slice, so we don'’t
interfere with each other
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Prog am Everything
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Program Everything




Program Everything
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Program Everything
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Clouds
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Program Everything




End-to-end Integrated Slices
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End-to-end Integrated Slices
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recision Cyberinfrastructure
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GEN/I’s Sliced Infrastructure
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Nationwide Precision Cyberinfrastructure

GENI-installed cyberinfrastructure

® GENI Racks - 58 racks in current ' X
ington \G':g GPO NYSERNet
deployment 9 6 5
: : Wl A\ (s)
® GENI Wireless - 26 base stations at IR
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‘Why Federate!
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Why Federate Internationally?
A Few Observations Motivating Federation

There are clear potential benefits to all FIDC constituencies: end users, owners /
managers, and developers.

® Researchers want access to more resources, different resources, and resources
around the world.

® Extend the reach of research users of each participating federate.

® |ntroduce participating testbeds to new user groups.

Preserve the unlque capabllltles of part|C|pat|ng testbeds (mcludmg geography)
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Federation Creates Trust Leverage
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Federation Creates Trust Leverage
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Federation Creates Trust Leverage
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Federation Creates Trust Leverage

| agreement |
works with |
P
PR T 1T R
relationships. |

i  New opportunities and risks arise |
when nesting federation relationships.

SwitchOn, October 2015



Federation Implementation




FIDC Testbed Federation
In Three (Hopefully Easy) Steps

Choose to federate and
establish policies

Clearinghouse Operations
Services Services

Authorization Authorization A orizatio
- & Logging & Logging & Logging
Control plane federation :
Forensics Data
Requests and Responses

Requests
Credentials
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FIDC Testbed Federation
Administrative and Policy Prerequisites

Establishing a federation of
testbeds is a human
endeavor first. Successful
federation relies on:

® (Clear understanding of
shared benefits
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FIDC Testbed Federation
Example Policy Considerations

Reconcile membership / access policies.
® Federates may have divergent policies.

%

® Often addressed via simple policies, so long as key data is
collected (e.g.,”ls this user an academic?”).

Enforce policy locally, so each participant can monitor its own
needs and obligations. Examples:

“Onl Adm__llnlstr_ators may ‘shut down resour_ces
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FIDC Testbed Federation
Architecture Components for AAA

Essential control plane services to
support federated trust Clearinghouse

Operations

Services Services :
® Authentication: validate requester’s Authorzatior Rutoiztion AUthorizatic
0ggINg 0gging S LOEEINg

¢

Forensics Data
Requests and Responses

identity

® Authorization: verify permission to Requests
- Credentials
perform action

AM Requests
& Responses

® Accounting: keep records for audit, Experimenter
billing, incident response

| All API specifications used in emerging international federation |
iare under development by an international consortium. Open |
' source implementations of APl and components are available. |

SwitchOn, October 2015



FIDC Testbed Federation
Implementation Mechanisms for AAA

Current international federation efforts are benefiting from
existing AAA capabilities at participating federates and from
adoption of open standards.

® Authentication

» X.509 certificates and secure socket layer (SSL)
® Authorization: verify permission to perform action
~» Early impl
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FIDC Testbed Federation
Common APIs for Control Plane Federation

i The federation API for
“clearinghouse” services | |[EEirard BCRE \gare
b e Services Services
iprovides conceptually
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FIDC Testbed Federation
Common APIs for Control Plane Federation

Operations
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Services
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FIDC Testbed Federation
Common APIs for Control Plane Federation

{Policy management is
enforced locally — each

Forensics Data
Requests and Responses

/" Requests
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FIDC Testbed Federation
Control Plane Federation

Operations
Services

Clearinghouse
Services

Aggregate

Authorization Authorization
& Logging & Logging

Authorization
& Logging

Forensics Data

Requests and Responses
Requests : P

Credentials

AM Requests

Experimenter & Responses
Tools




FIDC Testbed Federation
Data Plane Federation

HInternational FIDC data plane at layer two is possible via |
| ® On-the-fly VLAN allocation from a reserved “bundle”

® SDN-controlled network virtualization |
: ® Dynamic circuit provisioning (e.g. NSI) 1
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FIDC Testbed Federation
Data Plane Federation

| Current prototyping of SDX and SDI
' capabilities holds great promise for extending deep
pabiliceuniformby into federated
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Current International Federation Activities
An Emerging FIDC Testbed Federation

Early federation
participants
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US / Brazil Federation Progress

comunidade
académica federada

Choose to federate and
establish policies

Clearinghouse Operations
Services Services
Authorization Authorization
S & Logging & Logging
Control plane federation

Forensics Data . ‘

Requests and Responses
Requests 9 P

Credentials

AM Requests
Experimenter & Responses
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Automation and Routinization are Key

) g A

Average number |

| Domains involved in the path to provision a | of e-mails

| new circuit exchanged
| RNP, ANSP, RedCLARA[18], B T 0

| AmLight, Internet2 and/or ESnet

| With other domains using OSCARS .

| < 2 minutes 0

{ or NSI support

1 With domains not using OSCARS

| or NSI support, with up to three 5 days 10
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Worldwide Growth in FIDC Testbeds

National/regional FIDC
testbed activity.
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FIDC Testbed Federation
Key Research Challenges

Federation of FIDC testbeds remains a relatively new phenomenon, with key technology
still being defined

® Control plane policies are often simple to trivial.
® Need better resource description and discovery for tight, heterogenous federations.

® A menagerie of dynamic circuit provisioning protocols complicates data plane
federation.

Next Steps
® Continue and expand research collaborations (which will drive testbed innovation).
® Pursue and institutionalize testbed federations, building on data plane progress.

. We have made an excellent start in international federation of ‘:
| FIDC testbeds, but there is still a long way to go.

SwitchOn, October 2015
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